i RUNTIME CODE & DATA SECURITY AUTOMATION

Seeker® is the leader of the new generation of application security testing software.
Easily integrating with your existing software testing processes, Seeker allows
developers to efficiently develop secure applications.

@ Accuracy

Seeker’s unique technology analyzes and correlates end-to-end
flow of data and run-time code execution with simulated attacks.
Seeker analyzes the code as it runs, line by line, in response to
simulated attacks, as well as the interaction of the code with
your sensitive data, across all application tiers and components.
Using this technology Seeker is able to identify vulnerabilities
that pose a real threat to critical data, including complex
vulnerabilities and logical flaws not detectable by any other
technology.

For even greater accuracy, Seeker simulates actual exploits on
the application, thereby verifying results, eliminating false
positives, and determining the impact and business risk of each
vulnerability.

CLARITY

Seeker’s “What You See is What You Need to Fix” approach,
eliminates false positives, ranking vulnerabilities by their impact
and provides developers only with relevant results. The results
provided by Seeker contain all the information necessary to fix
the problem, including a clear explanation of the risk, a technical
description, the vulnerable lines of code and relevant, context-
based remediation instructions. In addition, Seeker’s visual
approach makes it easier to understand the problem and the
risk, and includes videos demonstrating the actual attack on the
tested application.

= SIMPLICITY

Seeker brings simplicity into the SDLC, delivering immediate
results with little effort. Seeker’s innovative technology lies
behind a simple, intuitive user interface, requiring no security
expertise to operate and allowing users with no security
background to quickly and easily run tests and receive focused,
easy to understand results.

In the age of Advanced Persistent Threats
it is not sufficient to analyze vulnerabilities
separately. Each vulnerability must be

viewed as part of a larger threat context,
as it would be by an attacker targeting the
application

ABOUT Quolium

QUOTIUM Technologies is a specialist in the development
of innovative software solutions to guarantee the security
and performance of business critical applications
throughout their lifecycle.

Accurate, Clear and Simple. Seeker, The Best Quality Application Security Testing Solution,
Maximizes Your Return on Investment to Secure Your Applications
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FEATURES & BENEFITS
e Accurate analysis of Runtime Code and Data-Flow in correlation

with simulated attacks /
e False positives eliminated through exploits and data verification

* Seeker’s technology provides better, more accurate, identification of all % '
vulnerability types -— "

e Logical vulnerabilities are identified using the unique Runtime Code and Data-Flow correlation, discovering
vulnerabilities not detectable by other technologies and approaches

e Seeker provides an accurate assessment of impact and classification of the risk of each vulnerability through
simulated exploits and data analysis

e The Vulnerability Impact Business Intelligence engine conducts advanced risk ranking by correlating the exploitation
of multiple vulnerabilities, just like an attacker would

e Exploits created by Seeker are demonstrated through videos showing the actual attack on the tested application

e Detailed results include the vulnerable source code for each vulnerability

e Focused context-based remediation information allows developers to immediately fix all vulnerabilities
without prior security knowledge

e Remediation instructions include a simple explanation of the fix, suggesting a secure code in the relevant
programming language

e Seeker does not require any manpower overhead, and can be used without any knowledge of security
or advanced technical skills

e Seeker brings simplicity into the SDLC, delivers immediate results and can be integrated in any development
methodologies
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SUPPORTED TECHNOLOGIES ALM INTEGRATION
. Windows XP/2003 or higher (32/64bit) cont_inuaus Integration & Automatic Testing Frameworks
LAkl | o (e.g. RedHat, Cent0S, Debian, SUSE) Testing Servers * P QTP _
Systems Unix (e.g. Solaris, HP-UX, AIX) * HP Quality Center e |BM Rational Functional Tester
’ ’ * |IBM ClearCase e Selenium

Java e Microsoft Team Foundation Server e Any Automatic Testing Framework
Application NET e Hudson (via Seeker Proxy & CLI)
Technologies i’HP e Jenkins

e Any Platform — via Seeker’s
NET - IS Command Line Interface (CLI)

y:i)llezii) B Java - Tomcat, WebSphere, WebLogic, Bug Tracking & Ticketing Systems  BSI-l I eaS”y integrated

Servers Glassfish, JBoss, or any J2EE Server * HP Quality Center into the organization,
regardless of development

¢ IBM ClearQuest
* Microsoft Team Foundation Server

PHP — Apache/IIS

Oracle, SQL Server, MySQL, DB2 * JIRA metr]oc_iology, without
* Bugzilla modifying any of the
Stored PL-SQL (Oracle) * Trac processes already in place

e Any Web-Based Bug

10 TR T-SQL (SQL Server) Tracking System
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